Security Hardening

e Protecting GRUB with a Password

e Enforcing Password Quality

e Verifying Installation Integrity




Protecting GRUB with a
Password

GRUB Project

Installation

sudo vi "/usr/local/shin/grub-set-password"
sudo chnod 0755 "/usr/ I ocal/sbin/grub-set-password"”

#!'/ bi n/ sh
set -eu

AUTH _CFG="/ boot/ gr ub/ aut h. cf g"

if [ "$(id -u)" -ne 0]; then
echo "This script nust be run as root." >&2
exit 1

fi

printf 'Enter password:
stty -echo

read -r passwordl

stty echo

printf "\n'

printf 'Confirm password: '

stty -echo

read -r password2

stty echo

printf "\n'

if [ "$passwordl" !'= "$password2" ]; then
echo "Passwords do not match, aborting." >&2
exit 1

fi

# Enpty password (confirmed twi ce) disables protection entirely.
if [ -z "$passwordl” ]; then


https://www.gnu.org/software/grub/grub.html

if [ -f "$AUTH_CFG' ]; then
rm-f "$AUTH CFG'
echo "Enpty password entered —GRUB password protection disabled."
el se
echo "Enpty password entered —nothing to do."
fi
exit O
fi

hash=$(printf '%\n%\n'" "$passwordl"” "$passwordl" \
| grub-nmkpasswd- pbkdf 2 \
| sed -n "s/”. *is \(grub\.pbkdf2\..*\)$/\1/p")

if [ -z "$hash" ]; then
echo "Failed to generate password hash." >&2
exit 1

fi

umask 077

cat > "$AUTH CFG' <<ECF
GRUB_PASSWORD=$hash

ECF

chnod 0600 "$AUTH CFG'

echo "GRUB password set. Run 'update-grub' to apply it."

sudo vi "/etc/grub.d/ 09 password"
sudo chnod 0755 "/etc/grub.d/ 09_password”

#!'/ bi n/ sh
exec tail -n +3 $0

if [ -f $prefix/auth.cfg ]; then
source $prefix/auth.cfg
if [ -n "${GRUB_PASSWORD}" ]; then
set superusers="adnm n"
passwor d_pbkdf 2 adm n ${ GRUB_PASSWORD}
nenuentry_id _option="--unrestricted $nenuentry_id _option"
fi
fi

Configuration



Having submenu poses a security risk as it allows bypassing password
protection on sub-items.

GRUB_DI SABLE_SUBMENU=t r ue

Usage

sudo grub-set-password

sudo updat e-grub



Enforcing Password Quality

Installation

sudo apt install |ibpampwquality

Configuration

44 Passwords must be at least 8 characters long, include at least one uppercase
letter, one lowercase letter, and one digit, this policy is enforced only for local

users.
sudo sed -i 's/"[#[:space:]]*minlen[[:space:]]*=.*/minlen = 8/"'
"/etc/security/pwguality.conf"
sudo sed -i 's/"[#[:space:]]*dcredit[[:space:]]*=.*/dcredit = -1/"'
"/etc/security/pwguality.conf"”
sudo sed -i 's/"[#[:space:]]*ucredit[[:space:]]*=.*/ucredit = -1/"'
"/etc/security/ pwguality.conf"
sudo sed -i 's/"[#[:space:]]*lcredit[[:space:]]*=.*/lcredit = -1/"'
"/etc/security/ pwguality.conf"
sudo sed -i '"s/"[#[:space:]]*m nclass[[:space:]]*=.*/m nclass = 3/
"/etc/security/pwguality.conf"
sudo sed -i 's/"[#[:.space:]]*enforcing[][:space:]]*=.*/enforcing = 1/'
"/etc/security/ pwguality.conf"
sudo sed -i 's/"[#[:space:]]*local _users_only[[:space:]]*$/]local users_only/'

"/etc/security/pwquality.conf"



Verifying Installation
Integrity

Installation

sudo apt install debsuns

Configuration

sudo sed -i 's/"[#[:space:]]*CRON_CHECK=. */ CRON_CHECK=weekl y/"'
"/ etc/default/debsuns"

Usage

Run Scan Manually

sudo debsuns --changed



